OAuth Integration in SAP HANA
We have implemented OAuth authentication for SAP Hana connector using SAP XSUAA (SAP Extended Services User Account and Authentication) – Native IdP for SAP BTP applications.
SAP HANA supports JWT-based OAuth authentication via JWT Providers and PSE (Personal Security Environment) configuration.
OAuth Setup in SAP HANA with XSUAA (Native)
Prerequisites
· XSUAA instance created in SAP BTP.
· OAuth client ID (e.g. sb-hana-oauth-client!t12345) from service key.
· HANA user created (e.g. OAUTHUSER).
· XSUAA public key available (from service key).
Run below SQL commands to map sap hana user with XSUAA App
1. Grant Schema Permissions to HANA User
$ GRANT SELECT ON SCHEMA DBADMIN TO OAUTHUSER ; 
2. Enable JWT authentication for the user
$ ALTER USER OAUTHUSER ENABLE JWT ;

3. Create JWT Provider
$ CREATE JWT PROVIDER MY_XSUAA_PROVIDER WITH ISSUER  	'https://7ff0dcd1trial.authentication.us10.hana.ondemand.com/oauth/token' CLAIM 'sub' AS EXTERNAL 	IDENTITY;
4. Create Public Key in HANA, replace Key from XSUAA Service Key
$ CREATE PUBLIC KEY XSUAA_JWT_PUBKEY FROM '-----BEGIN PUBLIC KEY-----\n...key  	contents...\n-----END PUBLIC KEY-----' KEY ID HINT 'sb-hana-oauth-client!t12345';
5. Create & Configure PSE (Personal Security Environment)
$ CREATE PSE XSUAA_PSE;
$ ALTER PSE XSUAA_PSE ADD PUBLIC KEY XSUAA_JWT_PUBKEY;
$ SET PSE XSUAA_PSE PURPOSE JWT FOR PROVIDER MY_XSUAA_PROVIDER;
6. Map Identity from Token to HANA User
$ ALTER USER OAUTHUSER
$ ADD IDENTITY 'sb-hana-oauth-client!t12345' FOR JWT PROVIDER 			   MY_XSUAA_PROVIDER;
· This identity must match the sub claim or client ID in the JWT token.


Athena SAP HANA Connector with OAuth Configuration
To use OAuth authentication from Amazon Athena with the SAP HANA connector, include the following key value pairs in Secrets Manager:

{
  "client_id": "<your-oauth-client-id>",
  "client_secret": "<your-oauth-client-secret>",
  "token_url": "<issuer-url-from-xsuaa-service-key>"
}

